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Cyberattack Risk Assessment Module

Instructions to Perform a Cyberattack Risk Assessment
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Performing a Cyberattack Risk Assessment Scan

Cyberattack Risk Assessment Overview

A cyberattack risk assessment is a systematic examination of an organization's potential
vulnerabilities to cyber-attacks and the likelihood of such attacks occurring. It involves
identifying, analyzing, and prioritizing potential security threats, and evaluating the current
security measures in place to mitigate those threats.

The goal of a cyberattack risk assessment is to identify areas of risk and recommend
steps that can be taken to reduce the risk of a successful attack, thereby improving the
overall security posture of an organization.

With Network Detective Pro you can engage end-users in performing a Cyberattack Risk
Assessment. You can create a custom download page where users will download and run
a simple data collector. You can then download the scan results and generate a
Cyberattack Risk Assessment Report.

Follow these steps to perform a Cyberattack Risk Assessment:

Step 1 — Download and Install the Network Detective Pro
app

Go to https://www.rapidfiretools.com/ndpro-downloads/ to download and install the
Network Detective Pro application on a PC on the MSP network. Then run
Network Detective Pro and log in with your credentials.

Step 2 — Create a New Site

To create a new site:

1. Open the Network Detective Pro Application and log in with your credentials.

2. Click New Site to create a new Site for your assessment project.

© 2024 RapidFire Tools, Inc. All rights reserved.
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InForm Appliances Connector Reporter

HOME

3. Enter a Site Name and click OK.

Mew Site |

All Metwork Detective assessments are organized into Sites. A site can be a
physical location or a logical grouping, such as a customer.

Site Mame:

Customer A - Assessment

Ok || Cancel

Step 3 — Create Cyberattack Risk Assessment in Network
Detective Pro

1. From within the Site Window, select the Start button that is located on the far right
side of the window to start the Assessment.

% Customer A - Assessment Export
Press the Start button to start a new Assessment Project Start

Next, select the Cyberattack Risk Assessment.
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SITE A\ Future Strategies ~ / Eitsie

Press Start to begin a new Project Start

'- d Network Detective Wizard X

Active Project

Select Assessment Type
’_ What type of assessments are you performing at this site?

3 i Cyberattack Risk As: ent
Archived Projects © Ctema sessm

Progress Reports

Generated
Reports

Downloaded
Reports

O 1T and Cloud As:

ents (check all that apply)

DOO000000000004d

(O Other (Use for ad-+oc reporting. No checklist provided.)

Discovery Agents

A Next Cancel o

ESES B B S B R W B B S S

Then follow the prompts presented in the Network Detective Wizard to start the
new Assessment.

2. Once the new Cyberattack Risk Assessment is started, a “Checklist’ is
displayed in the Assessment Window presenting the “Required” and “Optional”
steps that are to be performed during the assessment process. Below is the
Checklist for a Cyberattack Risk Assessment.
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A\ Future Strategies  / Edise Assessments | Repots | Expot | Explore Data
SITE
Assessment-20230417
r_ 0% Complete 0 Complete o Required (0)Optional Created 17-Apr-2023 0209 PM  Updated 17-Apr-2023 0209 PM  Previous Project: Select
d
Cyberattack Risk Assessment 0% Complete 0 Complete 9 Required (0) Optional Created 17-Apr-202302:09PM  Modified 17-Apd
Active Project
v
— v
I ~— — ==
Archived P cl!mlsl l:‘:ﬂ Lo - Rey S
e cts -y
e e s
Scanner on 3-5 computers.
Double-click items t
Progress Reports eI
— @ Create and Di the Cy Risk scanner
‘ Cyberattack Computer Scans are performed by running a downloadable appiication and are configured from the RapidFire Tools portal. Double Click to open a
browser to setup the download program and the custom branded download page designed to be shared with end-users. This item will be complete after the next
Generated step is completed
Reports B
A
— v % Scans 4P inpat Scan il . intisle Edemal Scan % Download Scans
‘ | =3
Downloaded Scan(s) Expand Al 1 Files 17-Apr-2023 02:09 PM - 17-Apr-2023 02:09 PM
Reports - .
~ Network Scans 1Files 17-Apr-2023 02:09 PM - 17-Apr-2023 02:09 PM

3. Complete the required Checklist Items and use the Refresh Checklist feature to
guide you through the assessment process at each step until completion.

You may also print a copy of the Checklist for reference purposes by using the
Printed Checklist feature.

Refresh Checklist Printed Checklist

Step 4 — Access RapidFire Tools Portal and Customize
Branding

Access the RapidFire Tools Portal at https://www.youritportal.com.Then, customize the
branding for the end-user download page. The download page is where end-users will
access the computer scanner. It can be customized with your own company logo, for

€

example. From the RapidFire Tools Portal, navigate to global Settings (Admin)
> Branding and make your changes.

RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.
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Micro Consulting

@ Ceneral

s -
obal Settings / Branding
f Branding
9 Conneetions Branding ®
Q) Admin Alerts —
2 Users
nager > e 3
Net
n

(Click to Preview)

Default

® Light

Custom Branding @)

Company Name Company Logo

Displayed in top left of menu bar

Upload a logo to customize your login page (JPG or PNG, < 1MB in size)

......

Micro Consulting

Greystone
Professionals

Step 5 — Create and Distribute the Cyberattack Risk
Assessment Computer Scanner

Next, you will enable end-users to download and run the Cyberattack Risk Assessment
Computer Scanner.

1. From the RapidFire Tools Portal, open your Network Detective Pro site and

navigate to Data Collection > Cyberattack Risk Scan.

Micro Consulting z
H =
O Home Future Strategies
B4 Network Detective Pro - £
Dashboard Network Detective Pro / Data Collection / Cyberattack Risk Assessment Scan
Data Collection = .
Cyberattack Risk Assessment Scan
Cyberattack Risk Scan
End-User Initiated Scan
Scan Data Conﬁgure
Data Explorer ’
he Cyberattack Risk Assessment Scan is performed by a non-intr]
Setiings ' web page link that you generate here.
B Audit Log More detailed instructions, including how to customize the brandir|
A custom branded download page designed to be shared with end
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2. Click Generate from the Configure panel to create the URL for end-users to
download and run the Cyberattack Risk Assessment Computer Scanner.

Cyberattack Risk Assessment Scan

Configure

The Cyberattack Risk Assessment Scan is performed by a non-intrusive scanning application that is downloaded from a site-specific, custom
web page link that you generate here.
More detailed instructions, including how to customize the branding on the download page, are available

A custom branded download page designed to be shared with endrusﬁvss for local computer scans can be generated and managed below!

Select Scan Options:

Uncheck optional scan items to reduce scan time.
Peform Deep Scan for Sensitive Information
0Only Scan Documents and Download Folders
Web Filtering Validation
Malicious File Download Validation

External Vulnerability Scan

Detect Stored Browser Credentials

3. Copy the URL and distribute the URL to end-users.

Configure

The Cyberattack Risk Assessment Scan is performed by a non-intrusive scanning application that is downloaded from a site-specific, custom
web page link that you generate here.

More detailed instructions, including how to customize the branding on the download page, are available

A custom branded download page designed to be shared with end-users for local computer scans can be generated and managed below

https:/greystone.alert-central-staging.com/download/cybersecurity-compute Delete Open Copy

Select Scan Options:

Uncheck optional scan items to reduce scan time:
Peform Deep Scan for Sensitive Information
only Scan Documents and Download Folders
Web Filtering Validation
Malicious File Download Validation
External Vulnerability Scan

Detect Stored Browser Credentials

You can also configure several scan options. Uncheck optional scan items to
reduce scan time.

RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.
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Select Scan Options:

Uncheck optional scan items to reduce scan time.

Peform Deep Scan for Sensitive Information
Only Scan Documents and Download Folders

Web Filtering Validation

Malicious File Download Validation

External Vulnerability Scan

Detect Stored Browser Credentials

Cancel

Here's a breakdown of each scan option. When you change scan settings, the changes
are applied to the next scan you perform.

Perform Deep Scan for Scan for Personal Identifiable Information (PIl) on the device
Sensitive Information

Web Filtering Validation Check to see if the device can access websites that might
pose a security risk

Malicious File Download Check to see if the device can download files that might pose

Validation a security risk

External Vulnerability Scan | Perform a scan to detect potential external vulnerabilities

Detect Stored Browser Check for cached users IDs and passwords
Credentials
© 2024 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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Step 6 — Users Downloads and Runs Cyberattack Risk
Assessment Computer Scanner

1. In this step, the end-user opens the URL that you provide. The end-user then clicks
Download under the Cyberattack Risk Assessment Computer Scanner.

[;reyéi_une
Professionals

Cybersecurity Risk
Assessment Computer
Scanner (Windows)

The Cybersecurity Risk Assessment
Computer scanner is a safe, Windows-
based application that will run without
being installed on your computer. It will
scan your machine for potential
vulnerabilities that could be exploited by
a hacker.

2. The end-user then opens the downloaded scanner.

RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.
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4, ComputerScanner-...exe A

3. The computer scanner will begin collecting data. This process will take a few
minutes.

@®_ Computer Scanner X

Running Computer Scanner

Getting local users

| —
4. When the scan is complete, the end-user clicks Finish. The scan file will

automatically be uploaded to Network Detective Pro and become available for you
to download.

© 2024 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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®_  Computer Scanner X

Scan Complete

Note: You must run the Cyberattack Risk Assessment Computer Scanner on at
least 3 devices in order to advance your assessment.

Step 7 — Download Scans in Network Detective Pro
Cyberattack Risk Assessment

1. Next, return to Network Detective Pro and open your Cyberattack Risk Assessment
project.

2. From the Scans bar, click Download Scans.

° Run Cyberattack Risk Assessment Data Collectors on 3-5 computers
Provide the URL to your custom branded download page designed to be shared with end-users to perfomm the scan. Have your custmrywcan on high
below. {Complete)

profile systems (e.g CEO, CFO, HR_). Data wil be available by clicking the Download Scans button below.

V r Scans &  Import Scan File L o Initiate Extemal Scan ‘ Download Scans

3. Select and download your Cyberattack Risk Assessment scans.

RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.
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[=1 Download Files _ o <

and are avaiable for download. Select all downloads you wish to import into the current site and press Download Selected or press Download

Alto download all available scans.

Type Device Name: Task ID File Name Date Size Label
AGT Connector
[ Connector  AGT Connector NA RFTDEV-3856-TMP-00155D010865.zip 471772023 8:09:28 PM 069 MB
[ Connector  AGT Connector N/A KA-PWOOPHAL-OCIA3CEE109A zip 4/17/2023 7:19:04 PM 048MB
[ Comnector  AGT Connector NA DESKTOP-4171AR0-00155D010804 zip 4/17/2023 7:52:10 PM 084 MB

Download Al I ‘ Download Selected Delete Selected

4. Foreach scan file, choose a merge option. Select the domain or workgroup in
which to merge the scan. This will determine how the scan data is organized in your
reports. Then click Merge Now.

Network Detective Merger - m} X
Files from the Computer Data Collector (CDF) need to be merged with the original Network Detective data file (. NDF) before generating a report.
In orderto merge individual computers, you will need to specify a domain or workgroup for each CDF file.

Custom Domain: | | (optional)
“Select CUSTOM in the dropdown list under “Merge Into” to use the Custom Domain.
Refresh

Computer Local Domain/Workgroup 0s Run Date Merge Into

DESKTOP-4171... |TEST.PEHFORMANCEIT.C... Windows 10 Ent... |4/17/2023 3.51:40 PM KASEYACOM |v

KAPWOOPHAL | KASEYA.COM Windows 10Pro | 4/17/2023 3:18:34 PM KASEYACOM lv
 [Use Workgroup] v
exclude
[CUSTOM

5. Once you have downloaded and merged at least 3 scan files into your
assessment, your checklist will be marked complete. You can now run the optional

Dark Web ID Scan.

© 2024 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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/\ Future Strategies J EdtSte Assessments | Repots | Expot
Assessment-20230427
67 Complete 2 Complete (@) Requied (1) Optional Created 27-40r-20230220PM  Updated 27-Apr2023 0220PM  Previous Project: Select
Cyberattack Risk Assessment  67% Complste  2Complete (@) Requred (1) Optional Created 27-Apr-202302:20PM  Maodified 27]
v
Run Dark Web ID
4 4 Scan (optional) Reports
Ready
L O |
o o 3

Double-ciick items to open

3 Run Dark Web ID Scan (optional)
Enter the domainis) of your prospect or client and perform a search of the dark web for compromised credentials that are available on the dark web.

Step 8 —(Optional) Run Dark Web ID Scan

In this step, you can perform a Dark Web Scan for compromised usernames and
passwords that may exist on the dark web. A sample of the results will appear in your
assessment reports. You can "Set Up Dark Web ID Integration with Network Detective
Pro" on page 16 to retrieve the full list of compromised credentials.

To run the Dark Web Scan:

1. Double click on the Run Dark Web ID Scan to do item.

/\ Future Strategies / EdtSte Assessments | Repots | Expot | Explore Data
Assessment-20230427
67% Complete 2 Complete OPezum 1) Optional Created 27-Apr-2023 02:20 PM  Updated 27-Apr-2023 02:20 PM  Previous Project: Select
Cyberattack Risk Assessment 7% Complete 2 Complete o Required 1) Optional Created 27-Apr-202302:20PM  Modified 27

v

v
Run Dark Web ID
o v Scan (optional) I | Reports
o © 3

Double-ciick items to open

3 Run Dark Web ID Scan (optional)
Enter the domainis) of your prospect or client and perform a search of the dark web for compromised credentials that are available on the dark web.

2. Enter adomain and click Add. YOU CAN ENTER A MAXIMUM OF 3 DOMAINS

RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.
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Network Detective Wizard

Perform Dark Web Scan

Enter up to three (3) domain(s) of your prospect or client to perform a search of the dark web for compromised credentials that
are available on the dark web, using the format: @domain com. Enter each domain separately

micropro.com

acme.com
future-strategies.com

Clear All Entries

Next Cancel

3. When you finish entering domains to scan, click Next. The Dark Web Scan will
begin.

Network Detective Wizard

Performing Dark Web Scan

4. You will receive a notification when the scan is complete.

Dark Web Scan X

Scan complete,

5. The Run Dark Web ID Scan will be marked complete in your assessment To Do list.

© 2024 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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/\ Future Strategies / EdtSte Assessments | Reports
Assessment-20230427
100% Complete 3 Complete o Required | 0 ) Optional Created 27-Apr-2023 0220 PM  Updated 27-Apr-2023 02 3
Cyberattack Risk Assessment  100% Complete 3 Complete 0 Required 0 ) Optional Created|
v
v _
Reports
0
© © :

Double-click items to open.

“ Run Dark Web ID Scan (optional)
Enter the domain(s) of your prospect or client and perform a search of the dark web for compromised credentials that are

Network Detective Pro

Set Up Dark Web ID Integration with Network Detective Pro

By default, the Dark Web Scan will only return the first 5 compromised passwords
identified for each domain you specify. However, Dark Web ID users
(https://www.idagent.com/) can access full reporting for compromised passwords. To set

this up:

First, contact Dark Web ID Support to Enable User APl Access. To enable API
Access, the Dark Web ID customer must open a ticket with Kaseya Support. The Dark
Web ID team will grant the customer APl access. Once the support ticket is closed, the
user can successfully enter and test their credentials in Network Detective Pro. See also
https://helpdesk.kaseya.com/hc/en-gb/articles/4407392147345-How-can-l-enable-API-

access-for-ID-Agent-.

Once you enable Dark Web ID API access, you can set up the integration in
Network Detective Pro. To do this:

o~ w0 b=

RapidFireTools’

In the Network Detective Pro app, click Preferences from the top menu.

Click the Integrations tab

From the Dark Web ID tab, enable the Dark Web ID Integration.

Then enter your Dark Web ID Username and Password.

Finally, click Test Connection. Once you verify the connection works, click OK to

© 2024 RapidFire Tools, Inc. All rights reserved.
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dismiss the Preferences menu.
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Dark Web ID T Glue
Assel
lezam Enable Dark Web ID Integration
clist]
Dark Web ID Usemame:

Jorterl  Dark Web ID Password:

essm
clist Test Connection
b test
essm
cklist]

Report Defau bpoter  Email Groups  lssue Ovemides  Integrations

|iweakland|

Step 9 — Generate Reports

To generate reports:

Open Reports.

2. Select the Cyberattack Risk Assessment report. You can choose to generate the
report with or without infographics.

3. Click Create Reports.

A\ Future Strategies ~ / Essie

Assessment-20230427

100% Complete = 3 Complete oﬂeuuved 0 ) Optional  Created 27-Apr-2023 0220 PM  Updatelll27-Apr-2023 0220 PM  Previous Project: Select

Assessmerts | Reports | Expot | Explore Data

Cyberattack Risk Assessment  100%: Complete 3Complete (@) Requred 0

Created 27-Apr-202302:20PM  Modifie

,A:/‘J l Reports
| Active Assessment - Ready to Generate

Security

2 [JStandard Reports
[CCyberattack Risk Assessment (docx)
[[e k Risk without i

[JSecurty Risk Report ( docx)
[[JSecurtty Management Plan ( docx)
[JOutbound Security Report ( doex)
[[]Securty Policy Assessment ( docx)
[[]5hare Pemission Report ( docx)
[[]Share Pemission Report Excel (xlsx)

ics (docx)

199 Available Reports 72 Unavailable Reports  Clear Selected Reports.

|

Commonly Used

© 2024 RapidFire Tools, Inc. All rights reserved.
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4. The Cyberattack Risk Assessment Report will then become available in
Windows Explorer.

| M = | Security

Home Share Wiew

« v <« Assessment-20230427-Reports + Security v D D Search Security

A
~ Name Date modified
7 Quick access

12:31 PM

WE Cyberattack Risk Assessment without infographics.docx 2/

B Desktop — -
@ Cyberattack Risk Assessment.docx 8/ 12:31 PM
4 Downloads
= Documents
| Pictures
RapidFireTools’ © 2024 RapidFire Tools, Inc. All rights reserved.

18



Network Detective Pro Cyberattack Risk Assessment — Quick Start Guide

Cyberattack Risk Assessment Reports

In addition to the standard Security assessment reports, the Cyberattack Risk
Assessment module can generate the following additional reports:

Standard Reports

Report Name Description

Cyberattack Risk The Cyberattack Risk Assessment Report is a systematic
Assessment Report examination of your organization's potential vulnerabilities to
cyber-attacks and the likelihood of such attacks occurring. It
involves identifying, analyzing, and prioritizing potential security
threats, and evaluating the current security measures in place to
mitigate those threats. This graphically-rich report includes an
overall risk score, executive summary, and detailed findings.

Cyberattack Risk You can generate the Cyberattack Risk Assessment Report
Assessment Report without infographics.
without infographics

© 2024 RapidFire Tools, Inc. All rights reserved. RapidFireTools’
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